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About This Webinar

FDA 21 CFR Part 11 Compliance Regulation
What it is, Why it Matters

5 Main Areas of Regulation Review

How to Ensure Compliance without Increasing Costs

Detailed compliance checklist to be emailed to participants after the webinar
« Q&A

Our Presenter:

C"CERDAAC

by SIMCO

Laurissa (Toigo) Primavera - st wr== SIMCO Electronics
Software Account Executive- Lean Six Sigma Certified Yellow Belt
Hampstead, North Carolina, United States * Contact info

FDA 21 CFR Part 11
Compliance Checklist

CERDAAC

We’ll email you the compliance checklist
after the webinar.



Housekeeping

« Webinar Link: https://simco.zoom.us/webinar/register/WN gQkxHAxPQog3fvP6aYiaGQ

« Topic: FDA 21 CFR Part 11 Compliance: 5 Key Factors Every Regulated Company Should
Know

» Duration: 25 minutes + 5 Minute Q&A
« Hashtag: #simcowebinar
« All attendees will be on mute during the presentation and Q&A

* Q&A: submit your questions at any time during the webinar in the Q&A window, and we
will answer your questions at the end of the presentation. Any questions we don’t get to we
will follow up by email to answer.

« The webinar will be recorded and the link to the recording emailed to all registrants within
1 week after the webinar.

» For support, email: rebecca.macdonald@simco.com.



https://simco.zoom.us/webinar/register/WN_gQkxHAxPQoq3fvP6qYjaGQ
mailto:rebecca.macdonald@simco.com

About 21 CFR Part 11 Compliance

What is FDA 21 CFR Part 11?

« FDA Regulation governing the use of electronic records and digital signatures to store, track and transfer records pertaining
to the manufacture of products

» Defines the criteria under which electronic records and e-signatures are considered trustworthy, reliable, and equivalent to
paper records

» Electronic systems are not required, but increasingly used by manufacturers to improve compliance faster and at lower cost

Benefits of using electronic systems for 21 CFR Part 11 compliance:

* Reduced errors
* Increased data confidentiality, integrity, and accessibility r

» Faster information exchange

* Increased cost savings 21 CFR Pa rt 11

Penalties for non-compliance can include:

+ FDA Form 483, a warning letter, an injunction (which can include a market recall or ban on importation), or a consent decree.

« Criminal penalties, fines, etc.



Maintaining FDA Compliance is a Top Industry Challenge

90% of Quality Leaders say maintaining compliance is their top challenge

Recent Inspection Citations Manufacturers Received from the FDA:

i.
« "Written procedures are not established and followed for the cleaning and | B ¢ I i\ ;
maintenance of equipment, including utensils, used in the manufacture, A e "_’ ;
processing, packing or holding of a drug product.” - k‘/ -
‘ )

I 4

« "The calibration of instruments and apparatus is not done at suitable intervals.” : | \/ /
« "Electronic records are used, but they do not meet systems validation, system
access limitation, audit trail, operational system check, authority check, device

check, personnel qualifications, employee accountability/responsibility policy, | g i

systems documentation control, open systems control, signature manifestation and " i i X

signature to record linking requirements to ensure that they are trustworthy, reliable
and generally equivalent to paper records.”



Your Top Compliance Challenges

We asked, you answered: results of our informal survey prior to this webinar
How are you currently managing your FDA processes?

Majority of you answered you are using a combination of spreadsheets, paper-based processes &
software. Some Just using paper-based processes or a software

What is your biggest challenge in meeting FDA 21 CFR Part 11 compliance requirements?

Paper-based processes (Electronic signature, audit trails), retrieval of paper, and consistency across
locations

How long would it take for you to prepare for an upcoming FDA audit?
Majority of you answered several days, then weeks, two one day and one aavised one month
Have you had a recent audit or CAPA finding”?

Many of you answered no, there were equal numbers of yes and not sure



Five Key Areas of the Regulation

« Systems: are the electronic systems being used to store
records in compliance

« Audit Trails: are records kept of alterations and changes,

with previous versions stored and available? FDA 21 CFR Part 11
Compliance Checklist

* Electronic Signatures: who can sign, are signatures
validated?

» Access and Control: are roles and permissions properly
defined and controlled?

« System Validation: the difference between “validatable”
and prevalidated, and key requirements

CERDAAC




Systems Compliance

Home | Assets X [ASISERPELEERS

Show Enroliment Form Quality Engineer P ?
Asset: 12383 » Tags: none

» Does the system include workflows
that enforce compliance?

Asset Information

Asset ID 12383 Active Yes
Manufacturer Mitutoyo Condition Operational
» Control and limit delete capabilities Model 500-196-30 Department R&D
|nC| Uded? Serial Number 3213256 Location Research Cell A
Description 0-6" Digital Caliper Owner Laurissa Primavera [Change]
Model Type Caliper No Calibration Required No
°
Are proper Seq uence Of Steps and Acquisition Cost $ 127.00 Standard No
processes enforced? parent Calbration Interval 12 Months
. . Procedural Methods «
» Are roles and permissions properly _
Manufacturer Procedure Yes Manufacturer Procedure Name Caliper Procedure ABC
COﬂTI’O| |ed? Industry Accepted Method Yes Industry Accepted Method Name Caliper Procedure
Custom Procedure No Custom Procedure Details
« Can results be altered, and if so, are
. ) . o Calibration Specification
Changes eaSIly traCked and Identlfled ' Process / Operating Range 0-6" Calibration Range 0-6"
Process / Operating Set Point Tolerance 0.001 Calibration Tolerance 0.001

* |s training provided and documented?

Classification v




Audit Trails

« Time stamped audit trails with

sSIimco CERDAAC at Enterprise Digital Workflow Welcome Laurissa  Help | Support | About | Return to Tenancy Manager | Sign
CERDAAC I*

Service: 00040 x

Home = Services X = Teams X | Users X

View Case Show Certificate Form Completed By

i i & Dp | Set ice: > Tags: ’
complete histories? 1 = Fersonal Seup Service: 00040 2gs: one
= | Administration :
Related Information
L ) Users
. . . i
° Al’e C h an g e h IStOl’IeS aval |ab | e, r ) Teams Notes and Attachments Standards = Work Activities | Work Request | Parts
. . J Views and Reports ———
and previous versions stored? L @ At Log Fild Audt Log
& (J Data Management Date Created Created By Description
. . . - (J Monitor 05/17/2022 11:48:17 AM Judy Young Modified Owner from John Ashworth to Laurissa Primavera of record - 00040
« Audit trails retrievable and e | | |
~ |=J Recycle Bin Record Name: 00040
H H Modified Service Completed to 03/04/2021
aval | ab | e fo r I'eV | eW? Modified Initial Asset Condition to Out of Tolerance

Modified On Time Status from In Process to Serviced On Time
Modified Final Asset Condition to Operational

H . 03/04/2021 08:39:30 AM John Ashworth Modified Work Finished to 03/04/2021

» Device checks to confirm source Modified Next Service to 00199
Lo Modified Actual Turnaround Days to 78
d atav a| | d |ty'P Modified Next Due Date to 03/04/2022

Modified Processing Status from In Process to Completed
Modified Open from Yes to No

H ‘ 11/16/2020 09:35:00 AM rJohn Ashworth rCompIeted By Signature Invalidated - 00040
» Evidence of system checks? | : TR ,
11/16/2020 09:35:00 AM John Ashworth Reviewed By Signature Invalidated - 00040
Record Name: 00040

- Written policies that deter record i AR Modfed Procedure o MITU-001
. L . 11/16/2020 09:12:19 AM John Ashworth Reviewed By Signed
and/or e—S|gnature falsification? :11/15/2020 09:12:06 AM :John Ashworth :Completed By Signed

8 Record Name: 00040
Designer Modified Start Date to 11/16/2020




Electronic Signatures

E-signatures can accelerate review and approval
processes, BUT there are key requirements for
FDA regulated manufacturers to make sure e-
signatures are compliant:

* Include printed name and date, as well as
signature?

« Meaning of signature included? (review,
approval, etc.)

« Are e-signatures linked to their respective
electronic records?

« Cannot be cut, copied, falsified?

 Verification of signer’s identity?

« Cannot be reused or reassigned?

Case: 0068

Delete Show Form Investigation Completed

Signature Button

Basic Information

Initial Impact Assesment »

Investigation v

Investigation Summary

Case Number 0068
Case Type
Asset XYZ
Service 00038
Equipment ID

User Name Judy Young
Pass Phrasel

Purposel Reviewed E]

Sign Cancel

Show fields you are signing

Status New
Status Detail
Date Created 04/15/2016 06:39 PM
Due Date 05/15/2016

Form

Investigation Attachement

Case Form 4 Investigation Link
Signatures »
- o X
¢ o A »@® :
CERDAAC at Service Manager Demo Welcome Jim  Help | Support | About | Return to Tenancy Manager | Sign Out
Home @ Assets x [RSTTVICCERES
New Hn'-lvv(olMﬂu‘- Actions. G wsL?
View: All Services » & ¥
Al Service Number 4 Service Type Due Date Waork Finlshed Processing Status Vendor Asset Manufacturer Model
w /s 00968 Calibration 06/30/2021 Smith Measurement Cory 100110 Acterna 2507
w7/ 00969 Calibration 12/20/2021 edul Internal 1:10024 Eluke 9721
“ /s 00970 Repair and — SIMCO Electronics 10053 Agllent 85032-F
L Viewing 126 - 150 of 192

| User Name Jim Harper

Service: 00974
= TTTVICE TYPE T
Service Description
Service Name 1]
Vendor Ir
Previous Completion Date
Onsite NU
Interval
Expected Turnaround Days
Actual Turnaround Days

Waork Hours Total

Pass Phrase | ssesssesese
& Lpproved e DU DO VO Z T TEVET
Start Date
Reviewed
el Processing Status ¢}
| Approve .
| Author fe signing Processing Status Detall
Approved Initial Asset Condition

{ Responsible

12 Months

Work Completed

Final Asset Condition
Work Finished
Service Completed
Cost

Form Template

Cert/Work Order

Tags: none +




SImco CERDAAC at Enterprise Digital Workflow Welcome Laurissa  Help | Support | About | Return to Tenancy Manager | Sign

CERDAAC i Home = Services X  Teams X Users X | Service: 00040 x EIENAIS 28T
o
4 (J personal Setup Title Quality Manager

= [ Administration Company  XYZ Company

Access and Control

Access Proﬁlel Manager
|- (J Views and Reports

Employee Number
J Audit Log

| Locale Information
# |J Data Management
+ (J Monitor Time Zone  (GMT-08:00) Pacific Standard Time (America/Los_Angeles) v

* |ndividual access control to confirm 9 recyce in e P (RS0

Login Information

the identity of the person accessing

Username

h ,? Active
t e SyStem . Enable Mobile Access |_J
Team Membership

« Sophisticated password security ‘ i, -
sSImco CERDAAC at Enterprise Digital Workflow Welcome Laurissa  Help | Support | About | Return to Tenancy Manager | Sign

measures, frequent password CERoAC - =

Home | Services X Teams X  Users X | Service: 00040 x

updates, password expirations

+ () Personal Setup Title Quality Manager
= () Administration Company XYZ Company
. L (Jusers Reports To | Judy Young =
» Procedures for recalling passwords O reams " Q
i 1 Views and Reports Employee Number
J Audit Log D e
° 1 + (J Data Management ocaie fnformation
U n a u t h O r I Ze d aC C e S S atte m pt 1 J Monitor Time Zone (GMT-08:00) Pacific Standard Time (America/Los_Angeles) v
1 H J Recycle Bin Date Format = mm/ddlyyyy v
nOtlfI Catlon S Login Information
Email | joe.smith@xyz.com
Usi Jsmith
« Loss management procedures for o
d eV I CeS Enable Mobile Access [
Team Membership
Primary Teaml SIMCO Support IB

Custodian

» Controls for testing of devices

This section appears only when adding a new us
grant access to additional applications

System Administrator ation is specified in Company Information. After the user is created, use Application Access to change applications or

Technician
Initial Application | | Work Requester

Role| SIMCO Support v
Send Welcome and Login Information by Email

Designer




System Validation

° HaS the SyStem been Valldatedf? sSImco CERDAAC at Service Manager Demo Welcome Jim Help | Support | About | Retum to Tenancy Manager | Sign Of

CERDAAC - LU Services X | Assets X
g . X

* The difference between “validatable” or T

Services

pre-validated? The answer can save you e OutOf Toerance Summary

Departments e s e Of Tolerance Last 180 Days

considerable time and money! O T e A e o —

8 cerdaacnew.simco.com/networking/pag
Contacts |

Traceability

* Does the system validate for: cases

Notifications

ithin 30 Dayec S0t SIMCO CERDAAC

Service Manager + Compliance

\/ALIDATED [

Form Templates

« 1Q (Installation Qualification) Tt
Work Centers

Use Trace

« 0OQ (Operational Qualification) obpct Tet

Version 4.0, July 2019

Part Inventories Browser details

o . » Part Transactions Current, 669 N— —— :QV
« PQ (Performance Qualification)—"Does Parts Directry

Parts Plans CERDAAC availabllity report

This Process Produce the Right Result”? Work Request 1 e |

Reports Calibration - By Vendor ‘

“Is This Process Safe and Consistent?” | S|

All v Number of Calibrations that Met or Missed Number of On Time vs, Late Service Starts
s Turnaround Target by Vendor - Past 365
Settings Days

15 24
Desianer 2




CERDAAC: Ensures FDA 21 CFR Part 11 Compliance
without Increasing Costs:

Purpose-built for highly regulated industries:

« 16 of the top 20 global life sciences companies
» 14 of the top 20 global aerospace & defense companies

* 60 years in business

Maintenance

« 15M+ services performed Cloud

« FDA 21 CFR Part 11 Compliant: e-signatures, workflows, record:
data, etc.
* Prevalidated system saves you time and money

+ Manage quality and compliance of assets, people and processe

» Cloud solution makes it easy to access, deploy, and maintain

Workforce

« Highly configurable to your business needs Soee

« Easytouse

e Secure, controlled access

SiHMmMco . 13




Q&A

Type your questions into the C



>

Thank You

Questions

Visit: cerdaac



